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Davide Clementi

Between digital surveillance 
and individual protection: 
a juridical and comparative 
history of the Cyberspace 
Administration of China*

BETWEEN DIGITAL SURVEILLANCE AND INDIVIDUAL PROTECTION: A JURIDICAL 
AND COMPARATIVE HISTORY OF THE CYBERSPACE ADMINISTRATION OF CHINA  

With the advent of Internet technologies, as well as new opportunities and risks, the issue of 
national sovereignty within cyberspace – or cyber-sovereignty – has always been sensitive for 
Chinese official outlets and policymakers. Even before the promulgation of the cyberspace secu-
rity law, which serves as the basic law of the Internet in China and digital infrastructures, with 
decree no. 33/2014, the government decided to reorganize its existing offices with Internet-
related responsibilities and created the Cyberspace administration of China (Cac). The Cac 
functions as the highest governmental authority and the Communist party’s office, given its 
nature as a «one institution with two names» This paper examines the history of the Cyberspace 
administration of China, comparing it to the Us and its role as a non-independent administrative 
authority. It will also explore the new powers granted to it under the cybersecurity law, the data 
security law, and the personal information protection law. Additionally, the Cac’s role in controlling 
and monitoring citizens while also protecting and preserving individual rights in the context of 
establishing a digital socialist rule of law will be evaluated.

KEYWORDS	 People’s Republic of China, Cyberlaw, Cyberspace Administration of China, Indi-
vidual Protection, Digital Surveillance.

1.	 Introduction 

For a long time, the Internet has been considered «intrinsic to globali-
zation, or rather to the Us empire, it is its virtual side, its parallel dimension» 

Davide Clementi, University of Macerata – Piaggia dell’Università 2, 62100 Macerata, Italy, 
email: d.clementi1@unimc.it orcid: 0000-0002-5734-8580. 
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*  Unless otherwise indicated, all translations from Chinese to English have been ren-
dered by the author.
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(Fabbri 2018, 9)1. Today’s reality illustrates a markedly different economic, 
cultural, social, and digital reality, where globalization – the process of shrin-
king distances and times worldwide (Larsson 2001, 9; Birch and Wellen 2023, 
203) – alongside the development and implementation of Information and 
communication technologies (Ict), has made it possible to shop for products 
on Alibaba or Shein, stream videos on Tiktok, all seamlessly connected throu-
gh networks powered by Huawei’s cutting-edge technologies and infrastructu-
re. In essence, China’s rapid economic development and entry into the global 
market, once encouraged by the United States (Us) in the hope that liberal-
democratic systems and the rule of law would bloom in the People’s Republic 
of China (Prc) alongside the exchange of goods, services, and capital, now ma-
tures into a fierce challenge to Us economic, military, but also legal and digital 
primacy (Milutinović and Nikolić 2023). Thus, China and the Us maintain 
a substantial duopoly in cyberspace control through their respective digital 
champions (Mueller and Farhat 2022, 350) and through the progressive adop-
tion of a legal framework (Kettemann 2020) that reaffirms the centrality of 
public interests and state control over the digital sphere.

Given the enduring assumption that China constitutes a legal system 
that knows «neither god nor law» (Granet 1934; Bourgon 2021, 1), the 
cyber-normativity of the Prc was often disregarded, while it can provide fur-
ther impetus to understand the overall functioning of the socialist rule of law 
with Chinese characteristics (Zhongguo tese shehui zhuyi fazhi 中国特色社会
主义法治). This system is already contesting the Washington-led internatio-
nal and normative order through norms and institutions spreading from Chi-
na to other legal systems and disseminating globally, prompting discussions 
about a «Beijing effect» (Kastner and Saunders 2012; Erie and Streinz 2021, 
163-177; Ikenberry 2024, 129-130).

Through the lenses of comparative legal method, this article will help 
clarify the digital regulations in force in China by an in-depth examination 
of the regulatory framework governing the Internet in China. The comparati-
ve legal method involves both horizontal comparison between Chinese cyber 
laws with those of the Us and by analyzing how each system addresses digital 
surveillance and individual rights, and a vertical comparison, by assessing how 
these laws are implemented and enforced at different levels.

The study utilizes both primary and secondary sources. Primary sources 
include official documents, legislative texts, government reports, and speeches 
by key figures (such as President Xi Jinping), due to their leading role in con-

1  See, among others, Stockwell (1990), Tucker and Hendrickson (1992), Omae 
(1995), Falk (1995), Rupert (2000), McWhinney (2000).
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structing the guiding thoughts and ideologies of the party-State. Secondary 
sources include academic articles, institutional reports from international or-
ganizations, and media sources.

Central to better understanding China’s current approach to the regu-
lation of the cyberspace is identifying the functions and powers of the Cyber-
space administration of China (Cac) and closely analyzing the interactions 
between this unique supervisory and regulatory body and the rights of natural 
and legal persons. This analysis evaluates the dual functions of the Cac: firstly, 
by directly controlling, monitoring, and censoring natural and legal persons, 
and secondly, by indirectly protecting individuals, especially in their consumer 
behaviors.

The analysis is structured around several key themes. It begins with an 
exploration of the early development of the Internet, tracing its roots back 
to Paul Baran’s proposals in the 1960s and the establishment of Arpanet by 
Darpa, highlighting the influence of cold war dynamics on its evolution. The 
narrative transitions into the commercial and public adoption of the Internet 
in the Nineties, marked by significant events such as the decommissioning of 
Arpanet and the rise of web browsers like Netscape.

The article then delves into the regulatory challenges posed by the In-
ternet’s expansion, focusing on the United States’ approach to Internet go-
vernance. It discusses the dichotomy between private economic interests and 
public authorities, emphasizing the minimal regulatory stance enshrined in 
the telecommunications act of 1996 and the role of federal agencies like the 
Fcc and Cisa in cybersecurity.

In contrast, the article examines China’s initial regulatory response to 
the Internet, emphasizing the government’s early recognition of its poten-
tial for both economic growth and ideological challenges. It outlines the de-
velopment of China’s regulatory framework, starting with decree no. 195 of 
1996 and leading to the comprehensive cybersecurity law of 2017. The role of 
the Cyberspace administration of China in enforcing these regulations and en-
suring compliance with national security and ideological goals is highlighted. 
Case studies, such as the Cac’s handling of prominent tech companies (e.g., 
Didi), illustrate the practical enforcement of rules, providing a tangible insight 
into cyber laws and the interplay between state interests and corporate beha-
vior.

Finally, the concluding remarks will try to take stock of similarities and 
differences between China and Us, assessing a global convergence between 
Beijing’s regulatory model and the approaches of Western liberal nations, si-
gnaling a move towards legal interventionism in cyberspace and a more com-
plex balance between state control and protection of individuals’ rights. 
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2.	 The Us Internet (un)regulation between federal 
government and private enforcers 

The birth year of the Internet could theoretically be backdated to 1962 
when Paul Baran, a Polish-American engineer deeply involved in pioneering 
computer network development, proposed that government institutions 
«start thinking about a new and possibly nonexistent public utility, a common 
user digital data communication plant explicitly designed for the transmission 
of digital data among a large set of subscribers» (Baran 1962, 42). 

During the cold war, the rivalry between the United States and the So-
viet Union was fueled by political and economic aspirations and a challenging 
technological race. The Ussr achieved a historic feat on October 4, 1957, by 
successfully launching the first artificial earth satellite, Sputnik 1. The Ussr 
achieved a landmark on October 4, 1957, when it successfully launched the 
first artificial earth satellite, sputnik 1. Time magazine’s response was fear and 
panic, grimly referring to it as a «red moon over the Us». Concerned about 
the potential collapse of traditional communication networks in the event of a 
Soviet atomic attack, Baran proposed the creation of a distributed network of 
communication stations instead of centralized switching structures. This con-
cept received funding from another Us federal agency, the Defense advanced 
research projects agency (Darpa). As early as 1969, Darpa connected multi-
ple computers for the first time through Advanced research projects agency 
network (Arpanet), the first wide-area packet-switching network. In 1974, 
Darpa partnered with the Uk royal mail to develop the first transatlantic net-
work communication program, Satnet (Ryan 2010, 36). This partnership with 
Royal Mail arose because At&t, the only telecommunications company in the 
United States at the time, had declined to participate (Mazzucato 2015, 111). 
From the 1970s through the 1990s, the funding and development of what we 
now know as the Internet were entirely under the account of the Defense com-
munications agency (Dca), a division of the Us Department of defense (Ryan 
2010, 99).

In 1990, Arpanet was decommissioned, which marked the end of the 
military era of the Internet. The growth of the Internet continued, reaching 
over two million users by 1993. By this time, all major operating systems had 
browsers capable of accessing the world wide web, which was developed by 
Tim Berners-Lee at Cern using Html. 

Two years later, on August 9, 1995, Netscape communications Inc., a 
web browser company, saw the value of its shares double on its first day of pu-
blic trading (Shinal, 2005), marking the beginning of the dot-com era.
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As with any innovative social phenomenon, the Internet has presented 
significant challenges in terms of how people engage in their public lives, nego-
tiate contracts, establish businesses, commit crimes, and pursue legal matters. 
Many argue that during its uncontrolled and disorderly expansion, as the In-
ternet emerged as a social, economic, and legal phenomenon in its early stages, 
both Internet users and even states chose not to regulate it, leaving it without 
a nomos2. However, even during those early years, the essential tension that 
would fuel debates and actions regarding the Internet as a space for legally 
relevant activities had already been identified: the collision between private 
economic interests, often referred to as «the market», and public authorities, 
known as «the government» (Litant 2011, 1045-1085)3.

The conceptualization of the Internet has long been accompanied, al-
most as a corollary, by the notion of borderlessness. While this idea was – and 
in some cases still is – reinforced by the presence of hackers and pirates who 
navigate the web and engage in various forms of wrongdoing to the detriment 
of individuals, private economic actors, and public powers, the latter have set 
themselves against an unspecified «rise of global “a-centric” and “self-regulato-
ry” structures» (Von Bernstorff 2003, 512) of the Internet, which some of its 
late adopters have declared to be independent (Barlow 1996).

Besides addressing issues primarily related to the attribution of Internet 
domain names, numbers, or technical standards (Werle and Iversen 2006)4, 
national governments worldwide have been enacting a series of regulations 
with various goals in mind. These objectives include enhancing or restricting 
freedom on the Internet, promoting commerce and industry, digitizing public 
administrations, upholding their legal frameworks, and pursuing cybercrimi-
nals. In a nutshell, national public powers, faced with the new challenges of 
regulating an a-nomic space they saw as their own, have extended their soverei-
gnty to the Internet, encompassing it within their legal jurisdictions.

2  We are referring herein to Schmitt (1950). Published in the aftermath of the se-
cond world war, Schmitt notoriously discussed the theoretical conception of the «world or-
der», since a «new» one was in the making in these times. According to Schmitt, the new 
world order is a juridical phenomenon, albeit with political overtones.

3  The author talks about four main issues which would be dealt with on the Inter-
net: privacy, intellectual property protection, taxation, and open access to high-speed or 
broadband networks. Litant doubts that these issues would be resolved either by market 
forces or by government alone, nevertheless suggesting that «policymakers» first instinct 
should be to rely on markets and technology to address some troublesome issues and to act 
only if there are identifiable market failures that can be corrected usefully by some type of 
government intervention’.

4  It is assessed that pure technicality creates conscious or unconscious interests, pre-
ferences, and moral judgements in private or public operators, as in the case of Ipv6. From 
the European point of view, see also Meyer (2012).
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Even the Us, a country that has witnessed the swiftest adoption of the 
world wide web among its population and has allowed for extensive self-regu-
lation by private economic actors, has seen government interventionism in its 
cybersphere, beginning with defining what cyberspace is. During its «defense 
period», Us government agencies entirely developed, programmed and main-
tained the Internet. These agencies were either directly managed or funded by 
the Department of defense. Today, Us cyberspace has undergone a transforma-
tion due to privatization, being transformed into a group of privately owned 
and regulated spaces (Segura-Serrano 2006, 26).

As a common law country, the courts were the first to define the Internet 
and cyberspace while deciding cases. In Reno v. American civil liberties union, 
the Supreme court of the United States described the Internet as «an inter-
national network of interconnected computers […] [which] now enable[s] 
tens of millions of people to communicate with one another and to access 
vast amounts of information from around the world» (Supreme court of the 
United States of America 1997)5. In the same judgment, the Court defines 
cyberspace as «located in no particular geographical location but [is] availa-
ble to anyone, anywhere in the world, with access to the Internet […]. Cyber-
space undeniably reflects some form of geography; chat rooms and web sites, 
for example, exist at fixed locations on the Internet. Since users can transmit 
and receive messages on the Internet without revealing anything about their 
identities or ages […], cyberspace is malleable. Thus, it is possible to construct 
barriers in cyberspace and use them to screen for identity, making cyberspa-
ce more like the physical world and, consequently, more amenable to zoning 
laws» (Supreme court of the United States of America 1997).

In 1996, the Us Congress approved the telecommunications act of 1996, 
which president Bill Clinton signed into law on February 8, 1996. The purpose 
of the act was «to promote the competition and reduce regulation to secu-
re lower prices and higher quality services for American telecommunications 
consumers and encourage the rapid deployment of new telecommunications 
technologies» (United States 1996). The telecommunications act of 1996 was 
described as «the watershed event that marked the end of the telephone age 
and the beginning of the internet age in the public policy realm» (Ehrilich 
2014, 5).

The regulatory aspects, as was aptly and laconically well summarized as 
early as the end of the last millennium (albeit with a touch of provocation to-
ward the American leadership of that era), have always revolved around «sex, 
lies, and taxes» (Morrison 1998). Except for a series of laws aimed at curbing 

5  Cyberspace is described as a «vast democratic forum of the internet».
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hateful criminal behaviors that harm vulnerable individuals or distort market 
competition, Us Internet legislation, rooted in the first amendment of the Us 
constitution and its principle of freedom, has not embraced comprehensive re-
gulation that imposes specific obligations to protect and safeguard individual 
interests in the context of cyberspace (Palfrey 2008, 241). 

Due to their dominance in the ownership of critical infrastructure (Sales 
2003), private firms often obstruct the formulation of comprehensive cyber 
laws and corresponding federal regulatory bodies for their enforcement. Pre-
sently, only two federal agencies exist for cybersecurity-related purposes: the 
Federal communications commission (Fcc) and the Cybersecurity and infra-
structure security agency (Cisa). The Fcc has a long history of making «avai-
lable so far as possible to all the people of the United States, without discri-
mination based on race, color, religion, national origin, or sex, rapid, efficient, 
nationwide, and worldwide wire, and radio communication services with ade-
quate facilities at reasonable charges» (United States 1996), with the addi-
tional «purpose of the national defense». The latter was recently established 
during the Trump administration to address cybersecurity threats and aims 
to «protect assets, mitigate vulnerabilities, and reduce impacts of cyber inci-
dents» (United States 2018).

Instead of promoting the creation of agencies with specific powers for 
safeguarding, the Us approach to cyber law focuses on two distinct actions: 
firstly, preventing the involvement of «nation-state actors who are foreign 
adversaries to the United States» (Chen 2022, 181)6, and secondly, allowing 
large private oligopolistic companies to exercise their own legal enforcement 
power over people’s daily lives through online moderation and adjudication 
(Tosza 2021)7. The ultimate goal of this unregulated approach is to foster and 
boost industrial innovation (Ohlhausen 2012; Yoo 2010, 79), secure market 
share and revenues for private companies while allowing individual liberties to 
flourish without excessive government control (Supreme court of the United 
States of America 2017; Harvard Law Review 2023)8.

6  Chen (2022, 181) signals «two pairs of dilemma» that the Us government is fa-
ced with «on the one hand, it is emphasizing the importance of privacy and data security 
against foreign adversaries; on the other hand, its respect for Us users' privacy and data se-
curity are lacking at best, and legislative efforts by the Federal government to protect user 
privacy are nowhere near to be complete».

7  The author concludes that «their tasks are currently moving from compliance to-
wards more proactive enforcement and they are also playing an adjudicative role, making 
them similar to public actors».

8  According to the Harvard Law Review (2023), the Supreme court «characterized 
social media as a contemporary version of the quintessential public forum for exchanging 
views, such as “a street or a park”».
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3.	 A window not so open: China’s initial regulatory 
dilemma on the Internet 

During the reform and opening up era (gaige kaifeng 改革开放) China’s 
paramount leader, Deng Xiaoping, eloquently remarked that «if you open the 
window to fresh air, you have to expect that some flies will blow in» (dakai 
chuanghu, xinxian kongqi he cangying jiu hui yiqi jinlai 打开窗户，新鲜空气
和苍蝇就会一起进来). Early on, some Chinese scholars observed that the 
Internet would be an «uncontrollable medium» (buke kongzhi meijie 不可
控制媒介) (Cai 2002, 91) for the Cpc, fearing that, as Deng metaphorically 
envisioned, through the window of the Internet, not only economic advan-
tages would come in, but also some flies of democratic institutions. Due to 
the inherent fluidity of Internet technology, Western observers had hoped that 
«greater access to information brought about by this new technology would 
also encourage political expression and democracy in China» (Lum 2006, 2).

China, too, has been tempted by the notion that cyberspace constitutes a 
distinct realm from real society (xianhai shehui 现实社会), where traditional 
legal norms could not be digitally enforced, as the cyberspace was perceived 
free from the constraints and obligations of conventional law. It is noteworthy 
that the Declaration of independence of cyberspace has also found resonance 
within Chinese theoretical and legal discourse (Gao 2004, 509-511).

In this phase, political discourse and academic reasoning diverged: on 
the one hand, Chinese highest officials have always foreseen the Internet as a 
key component of the national economic growth strategy and a challenge to 
their authority and legitimacy. Chinese president Jiang Zemin noted, as early 
as January 2000, that the Cpc «need[s] to strengthen» its «supervision over 
the fields of publicity, ideology, and culture, including supervision of newspa-
pers and periodicals, especially minor publications, books, television and film, 
the Internet, and other media», also to curb the spread of «gossip and poli-
tical rumors […] in minor newspapers and periodicals as well as on the Inter-
net» ( Jiang 2012, 559).

On the other, scholars have been variously inveigled by the needlessness 
of a sound and coherent regulation of the Internet, advocating instead for 
governance by companies rather than state regulators (Dong 2007). Despite 
being acutely aware of the proliferation of illegal activities (weifa xingwei 违法
行为), they acknowledge that completely eradicating such activities in cyber-
space remains an impractical endeavor (Wang 2007, 8).

Nevertheless, consistent with its historical policies and practices of con-
trolling and censoring traditional communications and telecommunications 
and due to its unique economic, political, and social structures, the Chinese 
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government has applied its experience in managing traditional communica-
tions and telecommunications to the digital world.

Even before president Jiang delivered the abovementioned speech, the 
Chinese central government issued decree no. 195 of 1996 to «strengthen the 
control over computer information networks connecting to the international 
network, safeguard the healthy development of international computer infor-
mation exchange» (State council 1996). According to this first Internet regu-
lation, the Chinese State «carries out the principles of overall planning, uni-
fied standards, managing by different levels and promoting the development of 
the international connection» (State council 1996, art. 4).

The State acted through the Economic information leading group 
(Guojia xinxihua lingdao xiaozu 国家信息化领导小组) (State council 1996, 
art. 5), which included members from major economic, educational, and 
technological offices, as well as representatives from the Cpc’s Central propa-
ganda department, State council information office, Ministry of public securi-
ty, State secrecy bureau, and the People’s liberation army (Qiu 2003, 11). This 
group was eventually disbanded following the restructuring of leading mini-
stries (State council 2008). Simultaneously, decree no. 195 of 1996 was issued 
by the State council, addressing «law-breaking or criminal activities that may 
endanger national security or divulge State secrets; or producing, consulting, 
duplicating or propagating information that may disturb social order or por-
nographic information» (State council 1996, art. 13).

These initial measures marked the beginning of the construction of 
China’s new digital great wall, a part of the broader Golden shield project 
(jindun gongcheng 金盾工程). The entire project, which would later become 
known, especially in Western media, as the Great firewall of China (Fanghuo 
Changcheng 防火长城), was implemented in various phases. Starting with de-
cree no. 195/1996, the initial Chinese Internet regulation required Internet 
service providers (Isps) «to verify every user’s Id information […] to be able to 
keep track of every user’s online activities» (Chandel et al. 2019, 112).

One year later, the State council established the informatization office, 
headed by the Premier himself, with responsibilities such as generating policy 
proposals, coordinating strategies, implementing drafted laws and regulations, 
setting standards, and developing plans (Hanna and Zhen-Wei Qiang, 2010).

In 2000, the State council adopted decree no. 292 «in order to regulate 
Internet information services activity and to promote the healthy and orderly 
development of Internet information services» (State council 2000). These 
new rules introduced significant restrictions and prohibitions. Internet infor-
mation service activities related to news, publishing, education, healthcare, 
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pharmaceuticals, medical equipment, and more must be examined and appro-
ved by relevant supervisory departments (State council 2000, art. 5).

State authorities were granted the power to request and store electro-
nic records from Internet information service providers (Iisps), including user 
online times, account numbers, Internet addresses, domain names, and prima-
ry phone numbers (State council 2000, art. 14). Art. 15 expanded the list of 
prohibitions, requiring Iisps not to produce, reproduce, distribute, or dissemi-
nate content that violated constitutional principles, endangered national secu-
rity, disclosed state secrets, subverted state sovereignty, jeopardized national 
unity, damaged the reputation and interests of the state, disrupted religious 
activities, or disturbed social order and stability. Iisps had to «immediately 
discontinue transmitting such information, keep relevant records, and make a 
report to relevant State authorities» (State council 2000, art. 16). If any activi-
ty specified in art. 15 also constituted a crime, criminal responsibility would be 
prosecuted in accordance with the law (State council 2000, art. 20). 

Later that year, Us president Clinton mocked the Chinese attitude to-
ward Internet regulation as a rickety and mocked attempt to «nail a Jell-O to 
the wall» in the face of liberty, which would have been «spread by cell phone 
and cable modem» (C-Span 2000, video-format). In the meanwhile, the fifth 
plenary session of the 15th central committee of the communist party of Chi-
na established a strategy of «promoting industrialization through informati-
zation» (Hanna and Zhen-Wei Qiang 2010, 130).

4.	 Nailing the Jell-O to the wall: the cybersecurity 
law as the basic law for China’s digital realm

In the realm of cyberspace, China tends to consider law (fa 法), particu-
larly cyberlaw (Wangluo Fa 网络法) above all, as «an important ammunition 
in the arsenal of governments to deal with cyberspace legal and policy issues» 
(Duggal 2020, 185; Xu 2016, 338). This legal instrumentalism was echoed by 
the Chinese academy of cyberspace studies, which asserted that «the internet 
has been developing [in China] on the principle of cyber governance with the 
rule by law (fazhi 法治) (Moccia 2009; Castellucci 2012), following the trend 
of digital economy development and the combination of security and deve-
lopment» (Chinese academy of cyberspace studies 2020, 103). This approach 
is not without controversy, as scholars and activists in China and worldwide 
highlight that legal norms displayed in the construction of the China’s digital 
rule by law have never stated that Chinese citizens have a right to access to the 
Internet (Svensson 2019), but just another space to rule. Thus, the cyberspace, 
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rather than «an exotic land» (yiyu 异域) different from reality due to its in-
terconnectivity and virtual nature, represents mere electronic facilities beneath 
the world of bits that exist in the physical world and within the territories of 
specific sovereign states. As stated by Zhang and Xu, «cyberspace is not an 
extralegal enclave» (fawai feidi 法外飞地), but «all possible evil (e 恶) of the 
real world are reflected in a distorted manner within it and even expand due 
to the characteristics of anonymity and cross-regionality. Hence, the key issues 
are not whether sovereign states can appear in cyberspace, but in what manner 
they exercise their power» (Zhang and Xu 2016).

Consequently, the notion of cyberspace as an ungoverned domain was 
refuted, and the debate centered on the modalities through which state po-
wer and legal frameworks are applied in this realm. This perspective inherently 
challenges the assertion of cyberspace as a distinct and separate entity from tra-
ditional state control, underscoring the importance of sovereign authority in 
regulating and securing digital spaces and developing into the notion of cyber-
sovereignty (wangluo zhuquan 网络主权). This concept first emerged in the 
People’s daily, Cpc’s official house organ, where it was referred as a «natural 
extension of national sovereignty in the cyber environment» but also «inevi-
table issues for the very assertion of national sovereignty in the Internet age» 
(Wang and Xin 2014)9. This perspective has subsequently been appreciated by 
Chinese doctrine, avoiding the differences and contradictions between virtual 
space and real territory, and explicitly contesting the «Western assertions» 
that denied state sovereignty over cyberspace (Ruo 2014; Zhi 2016, 5). 

To «safeguard cyberspace sovereignty and national security, and social 
and public interests», and «promote the healthy development of the informa-
tization of the economy and society», the Standing committee of the national 
people’s congress enacted the Cybersecurity law, Csl (Wangluo anquan fa 网
络安全法), which came into force on 1 June 2017 (Standing committee of 
the national people’s congress 2016, art. 1).

9  It is worth noting the publication on the official website of the Cyberspace admi-
nistration of China of a paper entitled «Cyber-sovereignty: Theory and Practice (version 
2.0)», written in collaboration with many institutions (among others, Wuhan University, 
the China Institute of modern international relations and the Shanghai Academy of social 
sciences) in which, in addition to reiterating the above definition of cyber-sovereignty, its 
characteristics, and principles are outlined: central to the present analysis is the jurisdiction 
of the sovereign state in the digital space, which also includes «network data and informa-
tion within its borders in accordance with the law», toward which states have «duties of 
prudence and prevention» in order to prevent third countries from endangering national 
security and interests. See Wuhan University et al. (2020); Tai and Zhu (2022).
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The Csl operates as the basic law governing the Internet in China10. It is 
applied to all individuals and entities in China, irrespective of their ownership 
or nationality, and without exceptions related to industrial activities (Csl, art. 
12, para. 2). This implies that not only the It industry but also all types of 
business and individuals, both within and outside the Internet, are subject to 
the Csl.

According to the definition, network operators (Wangluo yunying zhe 
网络运营) encompass «network owners, managers, and network service pro-
viders» (Csl, art. 76). Given the assumption that many businesses opt to esta-
blish their in-house Virtual private networks (Vpns), most enterprises fall into 
this category. According to notice no. 32/2017 issued by the Ministry of in-
dustry and information technology to all Internet operators in mainland Chi-
na, the creation of unapproved dedicated lines or other information channels 
for cross-border activities and the provision of Vpns to users without official 
permission are prohibited (Ministry of industry and information technology 
2017)11.

Enterprises can also be categorized as Critical information infrastruc-
ture operators (Ciios), subject to additional security measures and protection 
obligations (Csl, artt. 31-39). The law places emphasis on protecting critical 
information infrastructure in «public communications and information servi-
ces, energy, finance, transportation, water conservation, public services, and e-
governance, as well as other critical information infrastructure that could cause 
serious damage to national security» (Csl, art. 31).

The State disciplines Internet activities that jeopardize national securi-
ty, unity interests, stability, core socialist values (Csl, art. 12, para. 2), and the 
well-being of minors (Csl, art. 13). Interestingly, everyone has the right to re-
port such activities, and State departments are required to «promptly process 
them in accordance with law» or transfer them to an empowered department 
when they are not competent (Csl, art. 14).

The Csl places significant emphasis on the protection of personal infor-
mation. It defines personal information (geren xinxi 个人信息) as «all kinds 
of information, recorded electronically or through other means, that taken 
alone or together with other information, is sufficient to identify a natural per-
son’s identity». This includes, but is not limited to, «full names, birth dates, 

10  Similarly, on the topic, we find China Netcom, 6/2022, General secretary Xi 
Jinping’s guide to my country’s Cybersecurity work documentary, where the Csl was de-
fined as the «first basic, framework and comprehensive law in the field of cybersecurity».

11  In May 2019, a company faced fines for using an illegal «proxy» to access overse-
as websites, violating Miit decree 32/2017 Li 2021, 67-87.
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national identification numbers, personal biometric information, addresses, 
telephone numbers, and more» (Csl, art. 76(5)).

Under the Csl, individuals have the right to request that network opera-
tors correct or delete their personal information (Csl, art. 43). Network opera-
tors are obligated not to misuse, disclose, tamper with, or destroy the personal 
information they collect (Csl, art. 42). They must also publish rules for collec-
ting and using personal data, clearly stating the purposes, methods, and scope 
of data collection or usage. Furthermore, they must obtain consent from the 
individuals whose data they collect (Csl, art. 41; Zhang 2019).

The fourth and final chapter of the Chinese cybersecurity law outlines 
the penalties for breaches of cybersecurity protection duties. Network opera-
tors who do not comply with corrections or warnings from authorities may 
face fines ranging from Rmb 10,000 to 100,000, while directly responsible ma-
nagers may be fined between Rmb 5000 and 50,000. For Ciios, fines can go up 
to Rmb 1,000,000. Individuals who violate article 27 by harming cybersecurity 
or providing tools for such activities risk confiscation of illegal gains, up to 15 
days of detention, and fines between Rmb 50,000 and 1,000,000. Operators 
who improperly collect user information without transparency can be fined up 
to Rmb 1,000,000, and directly responsible personnel may face fines between 
Rmb 10,000 and 100,000, along with potential operational suspensions or li-
cense revocations in serious cases.

5.	 The Cyberspace administration of China

In the previous paragraphs, we summarized what has been defined by 
Chinese president Xi Jinping as the «leadership for the management of the In-
ternet» (Xi 2014), which, at the time, was regarded as «seriously flawed» ac-
cording to China’s paramount leader. Xi denounced the presence of multiple 
administrative bodies with overlapping functions and the consequent misma-
nagement of powers and responsibilities, which inevitably led to the «insuffi-
cient management» of the Internet. To tackle this issue, Xi urged Cpc officials 
and legislators to «adhere to the principles of proactive usage, well-planned 
development, management under the law and ensuring safety in strengthe-
ning management of the Internet in accordance with the law and accelerating 
the improvement of the leadership for the management of the internet» (Xi 
2014).

Due to new technologies like cloud computing, wearable gadgets, and 
microblogging services, the Central people’s government decided to reorga-
nize its existing offices responsible for Internet-related matters. It created the 
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Cyberspace administration of China (Guojia Hulianwang Xinxi Bangongshi 
国家互联网信息办公室, Cac) and the party-doublet Central leading group 
for cyberspace affairs (State council 2014; Miao and Lei 2016), which was tran-
sformed in March 2018 as the Central cyberspace affairs commission (Ccac) 
(Liang 2018). The head of this «one institution with two names» (yige jigou 
liang kuai paizi 一个机构两块牌子) is Zhuang Rongwen, who also served as 
the head of the Department for propaganda of the Central committee of the 
Cpc. Prior to Zhuang, former Vice-Mayor of Beijing Lu Wei served as the first 
director of the Cac. His role was highly controversial: while initially close to 
president Xi Jinping and placed in a top position as «China’s Internet czar» 
or «the man who nailed Jello to the wall» (Allen-Ebrahimian 2016), he was 
later placed under investigation for corruption in November 2017, expelled 
from the Communist party in February 2018 for «arbitrary and tyrannical 
abuses of power» by Cpc’s Central commission for discipline inspection, and 
sentenced to 14 years in prison by Ningbo intermediate people’s court (Gao 
2019).

On its official website, launched in December 2014 (English.gov.com 
2014), Cac affirms that its main responsibilities include the «implementation 
of Internet information guidelines and policies, the establishment of a legal 
system for Internet information dissemination, guiding, coordinating, and 
urging relevant departments to strengthen Internet information content ma-
nagement, and being responsible for the examination and approval and daily 
supervision of Internet news services and other related businesses».

Moreover, Cac is also responsible for the planning and construction of 
key news websites, organizing and coordinating online publicity work, investi-
gating and punishing illegal websites in accordance with the law, and guiding 
relevant departments to supervise and urge telecom operators, access service 
companies, domain name registration management and service organizations, 
etc. to do a good job in basic Internet management such as domain name re-
gistration, Internet address (Ip address) allocation, website registration and 
filing, and access.

These responsibilities, which mainly reflect the Cpc’s desire to streng-
then its control over the world’s largest online population (Gan, 2018), culmi-
nated in the approval of the regulations on the ecological governance of net-
work information content (Cac measures no. 5/2019), which came into effect 
on March 1, 2020 (Cac 2019). These rules must be interpreted in accordance 
with the national security law, the Csl, the Internet information service mana-
gement measures, and any other applicable laws and administrative regulations 
(Cac 2019, art. 1).
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According to art. 3 of Cac measures no. 5/2019, the Cac is responsible 
for the «overall coordination of the national cyber information content ecolo-
gical governance and related supervision and management», in coordination 
with local cybersecurity and informatization departments and bureaus.

All individuals and entities, including government agencies, organi-
zations, businesses, and netizens, are required to adhere to the principles of 
ecological governance on the Internet. This is done to cultivate and practice 
«socialist core values as the foundation […] and establish and improve a com-
prehensive network governance system» (Cac, 2019, art. 2).

Network information content producers12 shall «propagate Xi Jinping’s 
thought […] and fully, accurately, and vividly interpret the path, theory, sy-
stem, and culture of Socialism with Chinese characteristics» (Cac 2019, art. 
5(1)). They must also refrain from producing, copying, or publishing content 
that «opposes the basic principles established by the constitution» (Cac, 
2019, art. 6(1)), or content that endangers national security, leaks state secrets, 
subverts state power, or undermines national unity.

Chapter III (artt. 8-17) imposes stricter rules on network information 
content service platforms13 (Cac 2019, art. 11) with the aim of «strengthening 
page ecological management» (jianqiang banmian yemian shengtai guanli 加
强版面页面生态管理) (Cac 2019, art. 11). These platforms are required to 
display on their homepages, blogs, microblogs, mobile application stores, and 
pop-up windows that adhere to the principles and values outlined in article 5. 
They must also take immediate legal measures, maintain relevant records, and 
report such content to the competent authority under artt. 6-7 (Cac 2019, art. 
10). The provisions of the great firewall have been upgraded to not only detect 
words or phrases that could endanger national security and «social harmony» 
on the Internet (Hounsel et al. 2020) but also to identify technologies capable 
of circumventing the great firewall, such as Vpns.

If a network content producer or platform violates the provisions of artt. 
6 or 10, relevant authorities shall take subsequent legal measures, including 
warning, rectification, restricting functions, suspending updates, or closing ac-
counts (Cac 2019, artt. 34-35).

Cac Measures no. 5/2019 was followed by another set of «Provisions on 
the administration of Internet posting and commenting services» (Cac pro-
visions 16 Nov 2022c). This batch of rules grants Cac the responsibility for 
supervising, managing, and enforcing laws regarding comment services in Chi-

12  Article 41 defines network information content producers as «organizations or 
individuals that produce, copy, and publish network information content».

13  Article 41 defines network information content platforms as «network informa-
tion service providers that provide network information content dissemination services».
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na (Cac 2022a, art. 3). These services encompass «Internet sites, applications, 
and other website platforms with public opinion attributes or social mobiliza-
tion capabilities, which provide users with the means of posting texts, symbols, 
emojis, pictures, audio, videos, and other information services» (Cac 2022a, 
art. 1). Cac provisions 16 Nov 2022 posed additional burdens on Isps, first of 
all to authenticate users registered on their platforms based on the collection of 
«real identity information» such as «mobile phone number, Id card numbers 
or unified social credit codes (tongyi shehui xinyong daima 统一社会信用代
码) » (Cac 2022a, art. 4(1)). While stating that Isps shall put in place a system 
for users’ personal information protection, following principles of legality, le-
gitimacy, necessity, and good faith as stated by both the Civil code and the Pipl 
(Cac 2022a, art. 4(2)), Isps are under the obligations to innovate, develop and 
improve «the ability to deal with illegal and bad information», establishing 
a «post review management» system, «real-time inspections, emergency re-
sponse, and report acceptance» (Cac 2022a, art. 4(5)), and equipping a «re-
view and editing team» in each service providers (Cac 2022a, art. 4(7)). Be-
fore entry into service, Isps shall pass security assessments following relevant 
laws and regulations (Cac 2022a, art. 5). Even users shall post comments that 
follow «laws and regulations, public order, and good customs» and «promo-
te core socialist values» (Cac 2022a, art. 9).

Cac is also playing a leading role in advancing amendments to the afore-
mentioned legislation. For example, on September 14, 2022, the Cac proposed 
amendments to the Csl for public comment. These amendments aim to en-
hance the legal liability system, protect the rights and interests of individuals 
and organizations in cyberspace, and safeguard national security and public 
interests (Cac 2022b).

The proposed amendments recalibrate fines for violations of the Csl. 
For general violations by network operators and Ciios under articles 59 to 62, 
companies failing to correct violations or those with serious infractions could 
face fines from Rmb 100,000 to Rmb 1 million. Severe violations could incur 
fines between Rmb 1 million and Rmb 5 million or 5 percent of the previous 
year’s turnover, with responsible individuals fined between Rmb 100,000 and 
Rmb 1 million.

Article 70 addresses violations of obligations under article 12, imposing 
fines up to Rmb 1 million for undermining China’s sovereignty and security, 
such as inciting subversion or terrorism. Responsible persons could be fined 
between Rmb 10,000 and Rmb 100,000. For serious violations, fines could 
range from Rmb 1 million to Rmb 50 million, or up to 5 percent of the pre-
vious year’s turnover, with individuals fined between Rmb 100,000 and Rmb 
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1 million. These amendments emphasize China’s stringent approach to cyber-
security and digital control.

6.	 Another two bricks in the great firewall: the 
promulgation of Pipl and Dsl 

In 2021, the Chinese legislator adopted and enacted two additional laws 
that, combined with the Csl, form a triptych of laws. These laws, while securing 
the position of individuals against unlawful behaviors such as data breaches 
and personal information infringements, reinforce the authority of the Cac in 
the cybersphere.

As a «late entrant in the field of personal information protection and 
privacy laws» (Cui and Qi 2021), China has drawn inspiration from other 
legal systems, particularly the European Union (Eu), in safeguarding personal 
information. The Eu’s intricate and multifaceted regulatory framework has 
served as a model for China in developing its own governance approach, tailo-
red with distinct «Chinese characteristics» (European parliamentary research 
service 2022).

It can be observed that the combination of both Prc civil code (Prc 
2020)14  and the Personal information protection law (Prc 2021a, Pipl) has 
shifted China from the later-enforced monistic (or Us) system of privacy-
personal information protection, to the dualistic/Eu system of protection of 
the private realm of individuals (Guo et al. 2024, 1-15). In the dualistic sy-
stem, the right to privacy is considered a negative (xiaoji 消极) or a defensive 
(fangyuxing 防御性) right, where individuals can only exercise it in response 
to the event of infringement of their spirituality. On the other hand, the right 
to personal information protection is rather portrayed as a dynamic and active 
right, enabling individuals to proactively control their information, which may 
include elements of proprietary value (Wang 2013).

Under the civil code and Pipl, there is no denying the empowerment of 
citizens in asserting control over both their privacy and personal information 
in response to intrusions by individuals and, especially, large platforms. Ho-
wever, the Pil and its public-focused counterpart, the data security law (Prc 

14  Art. 111: «the personal information of a natural person shall be protected by law. 
Any organization or individual that needs to acquire the personal information of an indivi-
dual shall obtain such information in accordance with law and guarantee the safety of such 
information. Any illegal collection, usage, processing, and transfer of the individual’s per-
sonal information, or illegal trade, making available or disclosure of other’s personal infor-
mation is the violation of law».
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2021b, Dsl), have introduced new tools that strengthen the authority of go-
vernmental agencies, with the Cac taking the lead.

Indeed, Pipl and Dsl delineate the often-conflated notions of personal 
information (geren xinxi 个人信息) and data (shuju 数据) by focusing on 
their functions, particularly in relation to the degree of state interest involved. 
When the interest at stake pertains to state security, including the protection 
of the «legitimate rights and interests of citizens and organizations» (Dsl, art. 
21), state intervention under the Dsl and through the Cac is warrented. Con-
versely, when the issue pertains to the legitimate rights and interests of indi-
viduals, data appears to be reclassified as mere personal information, thereby 
falling within the scope of the Pipl. In this context, the Pipl governs the proces-
sing of personal information with an emphasis on safeguarding individual pri-
vacy and rights, rather than broader state interests. As a result, state interven-
tion is less pronounced compared to the Dsl, focusing instead on protecting 
individuals from potential misuses of their personal data by private entities.

This legal foundation ultimately paved the way, beginning in October 
2020, for what was referred to as China’s «Red new deal» (Kuo et al. 2021)15 
or «the great rectification» (Creemers 2023): the Cyberspace administration 
of China has taken a leading role in tightly regulating, monitoring, and pena-
lizing the private sector, particularly high-value-added technology industries. 
A prominent target of these measures was Didi global Co., Ltd. Outrageously, 
on July 21, 2022, the Cac announced sanctions against Didi for committing a 
total of sixteen illegal actions that occurred even before the implementation of 
Csl, Pipl, and Dsl, raising concerns about the principle of non-retroactivity of 
sanctions (Cac 2022c)16.

Furthermore, on February 24, 2023, the Cac released its «Measures on 
the standard contract for outbound cross-border transfer of personal informa-
tion» (Cac 2023). These measures were introduced in compliance with the 
personal information protection law and represent an additional step toward 

15  With this expression we want to underline the government's effort to «reduce 
inequality and make the lives of normal people better» through «actions that have an old-
fashioned communist logic, but also because companies that hinder the government will 
lose blood».

16  See also the official Q&A on the decision, where it was clearly stated that «in or-
der to prevent national data security risks, safeguard national security, and protect the pu-
blic interest, in accordance with the national security law and the cybersecurity law, the 
cybersecurity review office conducted a network security review of Didi in accordance with 
the cyber security review measures. […] from the perspective of the duration of the illegal 
acts, Didi's related illegal acts began as early as June 2015 and have lasted for up to 7 years, 
continuously violating the cybersecurity law implemented in June 2017, the data security 
law implemented in September 2021, and the personal information protection law imple-
mented in November 2021».
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restricting data flow to the global community. They impose additional require-
ments on foreign personal information handlers, making it necessary for them 
to meet these requirements to lawfully establish standard contracts for the ex-
port of personal information to overseas recipients (Cac 2023, art. 2).

This development was a catalyst for further limitations on the well-
known academic database China national knowledge infrastructure (Cnki), 
which restricted access to foreign researchers starting from April 1, 2023 (Park 
2023). This action followed a penalty imposed by China’s top anti-monopoly 
authority, the State administration of market regulation (Samr), on December 
5, 2021. Cnki was accused of engaging in anticompetitive business practices 
and faced a fine of 5 percent of its 2021 revenue, totaling 1.75 billion yuan 
(Global Times 2022).

7.	 The impact of Chinese Internet restrictions on 
foreign companies

Since president Xi Jinping assumed office in 2013, European companies 
have lamented increasing «worrying trends» about increasing restrictive di-
gital controls. These controls, which «can choke business growth and stifle 
investment in technology and R&D» (Wuttke 2012), are part of a strategy in-
volving «incremental improvements to the regulatory environment [that] yet 
again failed to adequately counteract the challenges being faced» (European 
Chamber of commerce in China 2022, 2). In this way, the Csl was considered 
by European businesses as «omnibus, technology, and sector-neutral» (Eu-
ropean union chamber of commerce in China 2021, 338), representing a si-
gnificant milestone in the journey towards digital liability for Internet-related 
activities and operators, while also tightening the grip of the party-State over 
them.

In fact, the European Chamber of commerce in China’s 2022 survey re-
veals that 12% of European firms in China struggle to attract talent due to the-
se Internet restrictions. The Covid-19 pandemic exacerbated these issues, hin-
dering remote work and access to official Vpns, with 48% of Hr departments 
noting adverse economic impacts, up from 41% in 2015. Additionally, 80% of 
companies report operational disruptions due to Internet instability and ac-
cess restrictions.

Challenges in data exchange have affected 49% of European firms, and 
70% report that Internet restrictions impact their annual revenue, with 21% 
experiencing a 6-10% revenue loss. Companies in R&D particularly critici-
ze the limited Internet service access, reflecting broader concerns about the 
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operational environment in China. Despite these hurdles, Chinese firms have 
shown remarkable self-sufficiency and innovation, surpassing the Us in inter-
national patent filings in April 2020, which intimidates European businesses.

The concerns raised by European companies shed light on the regulatory 
framework and economic structure of China’s cyberspace. China has maintai-
ned a strict protectionist policy in key sectors of the Internet, favoring an oli-
gopolistic market where massive State-owned enterprises (Soes) wield signifi-
cant control over digital facilities. Foreign firms operating in China inevitably 
encounter state-owned Internet service providers (Isps) that hold dominant 
positions in their respective markets. The increasing complexity of China’s 
cyberspace regulatory environment is leading to administrative, operational, 
and cost challenges for organizations, except for state-owned enterprises and 
government agencies (European Union chamber of commerce in China, 2021, 
338).

This stringent regulatory landscape not only hampers the operations 
of foreign entities but also strategically fosters the growth of domestic cham-
pions. China’s desire to safeguard against Western influence in its growing and 
interconnected digital economy has led to the rise of independent Chinese 
Internet companies, with the most prominent being the «Batx» group, con-
sisting of Baidu, Alibaba, Tencent, and Xiaomi. Partly due to the earlier clo-
sure of Western-based counterparts, even before a clear regulatory framework 
was established (Gao 2011), these companies «have gained almost unlimited 
and unopposed resources in the Chinese market, including the government’s 
support» (Chandel et al., 2019, 115). As a result, they have gained substan-
tial resources and enjoyed unopposed access to the Chinese market, including 
government support. This dynamic has further fueled the growth of domestic 
enterprises that align with the government’s interests.

8.	 Final remarks: towards a global convergence to 
the Beijing’s digital model?

At first, the Prc prioritized sovereignty and security, particularly in re-
lation to perceived ideological and existential threats from «foreign devils» 
(yang guizi 洋鬼子). However, its focus has since broadened to include pro-
moting certain rights and interests of Chinese citizens. In the reorganization 
of party-State’s activities, the cyberspace administration of China plays a pi-
votal role in regulating opaque practices by addressing the long-standing issue 
of the privatization of public policymaking and law, which is raging in liberal-
democratic countries. Comprehensive regulations implemented by China ha-
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ve effectively tackled this problem at its root, though resulting in significant 
restrictions on citizens’ freedom of expression and corporate economic initia-
tive. The instrumentalist characteristic of the Chinese legal tradition (Yu 1989; 
Wang 2022) has efficiently made the Cac an extension of the party-State, its 
administrative and regulatory facet on China’s cyber realm, allowing it to mo-
nitor and scrutinize actions or omissions of private individuals and economic 
operators while wielding control and protection over sensitive aspects of peo-
ple’s digital lives. 

The unique economic and political framework of China grants the 
cyberspace administration of China an unusual, yet successful centrality 
within the general and all-pervasive framework of China’s cyberlaws and even 
in the global scenario. China’s model of centralizing cyber-related powers and 
intervening in the digital realm is proliferating globally, influencing also libe-
ral-democratic rule of law states in the West. This trend signals a worldwide 
move towards legal interventionism aimed at countering external threats and 
shaping individual behaviors (Hollis and Raustiala 2022; Creemers 2023, 16). 

With its historically anti-regulatory stance, the Us has recently begun to 
grapple with the influence of private entities in shaping public and private re-
gulations (Kello 2021, 11). These entities often use contracts and terms of use 
as regulatory tools, exploiting the absence of government oversight to advance 
their profit-driven agendas, frequently at the expense of individuals and citi-
zens (Strange 1996; Rothkopf 2013; Pistor 2019; Ferrarese 2022). As long as 
rules are set by American companies adhering to Us national interests, the Us 
have been valuing the Internet as a space of freedom and minimal regulation 
under the cloak of freedom of expression guaranteed by the first amendment. 
Nowadays, under the menace of the Chinese adversary (Us 2021), restraints 
are surfacing precisely when challenges to the primacy of American social net-
works and data control come from platforms created in China that may still be 
under the Chinese government’s influence (Zhang 2023).

The recent dispute between liberal-democratic systems (and Us above 
all) and the social creative content platform Tiktok is a demonstration of the 
legal shrinkage, at least teleologically, between the Beijing model and the Wa-
shington-led one (Bernot et al. 2024). Rather than passing legislation aimed 
at defining once and for all citizens’ rights in cyberspace for every economic 
actor, liberal democracies are shifting toward nationalistic, protectionist rhe-
toric, weaponizing laws as instruments to cement national interests and, thus, 
moving closer to the way Beijing as historically handle its internal affairs.

 Although it is unlikely that the Us and other Western jurisdictions will 
adopt a cybersecurity model akin to China’s, where the party-State controls 
propaganda, rights, and data through a centralized political-regulatory insti-
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tution, they may create institutions that regulate cyberspace while protecting 
citizens’ freedoms and economic liberties and also implementing bodies of law 
that target foreign influences and competitors. Taking a closer look at our im-
mediate context, the Eu finds itself in a delicate balancing act. Caught between 
the legal dominance of tech giants, predominantly American but also Chinese, 
the Eu is striving to strike a challenging equilibrium (Torino 2024). This invol-
ves ensuring these tech giants adhere to the rule of law while safeguarding the 
rights and interests of citizens.
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